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Abstract

hospital information data highly susceptible to leakage. Therefore, this paper proposes data security and privacy protection

Currently, the security and privacy protection of data in hospital information systems are not sufficient, making

technologies in hospital information systems. After extracting the basic data from the hospital information system, it is necessary
to perform homomorphic encryption and secure storage on the extracted data, and then construct a data privacy protection model
based on the Spark framework to protect the data privacy. The experimental results show that as the amount of data increases,
compared with the data security and privacy protection technologies in hospital information systems based on secure multi-party
computing and the data security and privacy protection technologies in hospital information systems based on threshold Paillier
passwords, the data security and privacy protection technologies discussed in this paper have a shorter running time, and have
great advantages in improving the efficiency of data security and privacy protection and reducing time costs.
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