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Research on Network Security Monitoring Technology of Power Internet of Things Terminal

ZHENG Zhiming

(Xinjiang TBEa Loulan New Energy Co.,Ltd.,Bayingoleng Mongolian Autonomous Prefecture,Xinjiang 841899,China)

Abstract With the rapid development and popularization of the power Internet of Things,the informatization level of the power
system continues to improve,which also brings a series of cyber security threats and risks. As an important part of the power
system,the power Internet of Things end point network is directly facing the threat of various network attacks and security bugs.
Therefore,strengthening the security monitoring and protection of the power Internet of Things end point network has become the
key to ensuring the safe operation of the power system.This paper analyzes the significance of developing the end point cyber
security monitoring technology of the power Internet of Things,clarifies the overall architecture of the power Internet of Things
end point cyber security monitoring technology and the construction idea of the four-dimensional architecture of the power
Internet of Things, and lists several power Internet of Things end point cyber security monitoring technologies. Finally, the
implementation strategy of end point cyber security monitoring is expounded.
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